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Telemetry Processing and Logging Confidence Test - EOC1

Background Information:
The Telemetry Processing Service provides the capabilities needed to ingest, decommutate,
engineering unit (EU) convert, and limit check housekeeping (H/K), health and safety
(H&S), and diagnostic/memory dump telemetry from the EOS spacecraft (S/C) subsystems
and on-board instruments.  The processing of diagnostic/memory dump telemetry is covered
in the EOC2, Command Processing Confidence Test.

The telemetry data will be downlinked through a TDRSS S-band Single Access (SSA), S-
band Multiple Access (MA) or Ku-band Single Access (KSA) service with a dual channel
interface.  During normal operations, the H/K data is recorded on the EOS AM-1 solid state
recorders (SSRs) and played back during a TDRSS KSA return service at 150 Mbps (75
Mbps/75 Mbps).  Recorded H/K telemetry is also played back at 256 kps using the SSA
service for anomaly investigations.  The real-time H/K (16 kbps) and H&S (1 kbps), and
diagnostic/dump (1 kbps, 16 kbps) telemetry will be downlinked through a SSA or MA
service.  TDRSS ground terminals (WSGT/STGT) forward the telemetry data which is in
Consultative Committee for Space Data Systems (CCSDS) packets to EDOS in Channel
Access Data Unit (CADU) format via EBnet.  Low-rate telemetry is forwarded directly to
the EDOS Level Zero Processing Facility (LZPF).  High-rate telemetry is first sent to the
EDOS Ground Station Interface Facilities (GSIF) and then transferred to the LZPF at
reduced rates.

EDOS receives telemetry in CADU format.  It extracts the CCSDS packets and Command
Link Control Words (CLCWs).  The CCSDS telemetry packets are processed and converted
to EDOS Data Units (EDUs) based on the Application Process Identifier (APID), the
Virtual Channel Identifier (VCID), and the replay flag.  An EDU consists of an EDOS
Service Header (ESH) and a Path Service Data Unit (SDU).  The ESH contains the quality
and accounting data.  The Path SDU is simply the Version-1 CCSDS packet.  The real-time
Path Service EDUs are sent to the EOC via EBnet using UDP, to specific multicast IP
addresses (operational and test) and UDP ports per mission as defined in the Operations
Agreement (OA) Between the EDOS and the ECS EOC.  The recorded EDUs are
transferred in rate-buffered data files via EBnet using FTP.  The FTP interface details such
as EOC User IDs, IP addresses, host names, and file directories are defined in the applicable
OA.  Customer Operations Data Accounting (CODA) Report (which includes a Ground
Message Header) is also sent to the EOC via EBnet using UDP.  The CODA Report
describes the operational activities of EDOS per S/C, this includes summaries of quality and
accounting information (e.g., status of EDOS return and forward links, and VCDU service;
and SCS statistics), but no information about Operations Management data is provided.

Upon receiving real-time telemetry, the Telemetry Processing Service decommutates the
contents of the packets, performing the necessary EU conversions and parameter
derivations.  Various forms of limit checking are performed on the telemetry parameters,
including boundary limit checking on analog parameters, and delta limit checking (examining
the difference between successive parameter samples).  For each parameter being checked
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for boundary limits, the Telemetry Processing Service uses one of several limit sets, in which
each limit set consists of definition for one or more upper and lower boundaries for the
parameter (e.g., red high/low and yellow high/low limit sets.)  All parameters, along with
associated limits, quality, and event information, are made available to the operator via the
FOS User Interface Service.

Eventually, the telemetry data, and related event and configuration data are sent to the FOS
DMS for temporary storage.  The FOS DMS maintains the data files for a user configurable
number of days, then the data is sent to the Science Data Processing Segment (SDPS) for
permanent archival.  The data remains at the FOS DMS for minimum of seven days, but the
data may be removed after seven days if confirmation of successful storage is received from
the SDPS Data Server.  FOS DMS also provides access to the Operational Database
(ODB).

Test Objectives:

The objectives of the test are to:

• Verify that EOC can ingest and process the following types of telemetry packets from
the ETS or SSIM at the specified data rates:

1. Real-time instrument and S/C bus H/K telemetry (16 kbps)
2. Real-time instrument and S/C bus H&S telemetry (1 kbps)
3. Recorded instrument and S/C bus H/K telemetry (256 kbps, 150 Mbps [ETS

HRS only])
4. Command/Telemetry Interface Unit (CTIU) standby telemetry (1 kbps)

• Verify that the EOC can ingest and process real-time data (e.g., two 16 kbps data
streams) sent simultaneously.

• Verify that all telemetry types can be decommutated and the results displayed in soft
copy and hardcopy form.

• Verify proper checking of context dependencies for telemetry parameters and derived
parameter generation.

• Verify proper EU conversion, limit and alarm check processing, and discrete state
determination.

• Verify that when any critical telemetry parameter limit is exceeded, the violations are
reported and any related alarm mechanisms respond properly.

• Verify the merging of R/T and recorded telemetry to create a complete hourly file that is
archived at the FOS DMS.

• Verify that the EOC can store and retrieve telemetry data from the temporary (FOS
DMS) and permanent (SDPS) archive sources for reuse.

Test Configuration:

Hardware and software configurations at each ECS site are managed and tracked by the
M&O organization at that site.  The configuration that is tested against will be provided in
the test report.

(See Exhibit EOC1-1.1)
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Participants and Support Requirements:

Participants:
FOT, ETS Operators, EBnet personnel, EDOS (M&O personnel), GSFC DAAC
(M&O personnel), I&T conductor

Communications:
Voice Circuits

SCAMA 264 EOC, EDOS
CCL 74 EOC, EDOS
CCL 75 EOC, EDOS, EQUIPT ROOM
CCL 94 EOC, EDOS, ETS
CCL 113 EOC, EDOS, EBnet

Data - EBnet circuit between ETS MPS and EDOS LZPF
EBnet circuit between ETS HRS and EDOS -------
EBnet circuit between EDOS LZPF and EOC

IP addresses:
Operational LAN 198.118.199.0
Support LAN 198.118.200.0

Equipment and Software:
Servers: Real-time Server (3), Data Server (3), Multicast Server (3)
Data Storage Unit (File Servers [3], RAID Units [2])
Printers: Laser (4), Line (4), Color (4)
EOC Workstations (36)
FOS Release B

Test Tools:
1. ETS MPS (S/C simulation mode) - sends telemetry in CADU format to the

EDOS.  ETS MPS (EDOS simulation mode) - sends telemetry in EDU format
to the EOC (Note: This mode will be used if  the ETS LRS is not available.).

2. ETS LRS - simulates EDOS, serving as a functional EDOS interface between
the EOC and the AM-1 S/C or an AM-1 S/C simulator.

3. ETS HRS - provides high-rate telemetry (150 Mbps) in CADU format to EDOS
or to the ETS MPS via a H/K file.

4. SSIM - simulates the AM-1 S/C and provides telemetry in CADU format to the
ETS LRS.

Test Prerequisites:
 Dynamic pages containing alphanumerics, tables, graphs, and “NODATA” and

“STATIC” flag indicators (use the Display Builder); rooms (use the Room Builder);
event messages (use the Quick Message Generator); and report templates (use the
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Report Selector: On Demand, Periodic, and Custom dialogs); tables containing
predetermined telemetry parameter values to be compared with resulting decommutated
and EU converted values; and ETS scenario script files.
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EXHIBIT EOC1-1.1: Telemetry Processing and Logging using EOC, EDOS, ETS
and/or the SSIM

Test Data:
Will use the Telemetry Records in the PDB to assist in the definition of the telemetry
parameter mnemonics associated with the required test data.

Description / Characteristics Source File/script name and
physical location

AM-1 real-time data in CCSDS telemetry
(TLM) packets in the form of Path Service
EDUs (one of each TLM value bit size - 1, 8,
16, 32, 48; representative set of both discrete
and analog parameters):
• S/C bus and instrument H/K telemetry

data (16 kbps, APID = 1, VCID = 1)

ETS, SSIM, AM-1
S/C, FOS DMS, or
SDPS

rt_hk.scn

AM-1 real-time data in CCSDS telemetry
(TLM) packets in the form of Path Service
EDUs (one of each TLM value bit size - 1, 8,
16, 32, 48; representative set of both discrete
and analog parameters):
• S/C bus and instrument H&S telemetry

data (1 kbps, APID = 2, VCID = 2)

ETS, SSIM, AM-1
S/C, FOS DMS, or
SDPS

hs_standby.scn
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Description / Characteristics Source File/script name and
physical location

CTIU standby telemetry in the form of EDUs
(1 kbps [all telemetry sources except SSIM],
APID = 5, VCID = 2) - one of each TLM
value bit size - 1, 8, 16, 32, 48; representative
set.

ETS, SSIM, AM-1
S/C, FOS DMS, or
SDPS

hs_standby.scn

AM-1 recorded data in CCSDS telemetry
packets in the form of recorded EDUs (one of
each TLM value bit size - 1, 8, 16, 32, 48) in
rate-buffered data files (each file limited to a
single APID type, ):
• S/C bus and instrument H/K telemetry

data (256 kbps, APID = 1, VCID = 1;
150 Mbps [ETS HRS and AM-1 S/C
only], APID = 1, VCID = 11)

ETS, SSIM, AM-1
S/C, FOS DMS, or
SDPS

playback.scn

AM-1 real-time data in CCSDS telemetry
(TLM) packets in the form of Path Service
EDUs (one of each TLM value bit size - 1, 8,
16, 32, 48):
• S/C bus and instrument H/K telemetry

data (16 kbps, APID = 1, VCID = 1) with
red & yellow high/low, and delta limit
violations; and limit selection

• S/C bus H&S telemetry data (1 kbps,
APID = 2, VCID = 2) with red & yellow
high/low, and delta limit violations; and
limit selection

ETS, SSIM, AM-1
S/C, FOS DMS, or
SDPS

eulimhk.scn
eulimhs.scn
deltalim.scn
limitsel.scn

AM-1 real-time data in CCSDS telemetry
packets in the form of Path Service EDUs
(containing at a minimum: one of each
telemetry sample type - current, voltage,
temperature, power; one of each of the
telemetry point source type - real or raw data,
flight software generated data, pseudo or
derived data, passive analog, and active
analog; one of each possible APID/VCID
combination; one of each analog EU
conversion type - line segment [up to 15 line
segments - 1, 2, 5, 8, 11, 14, 15]; polynomial
[1st, 2nd, 3rd, 4th, 5th, 6th, and 7th order]);
exponential; one of each discrete type (bit
sizes - 1, 3, 8).

ETS, SSIM, AM-1
S/C, FOS DMS, or
SDPS

eulimhk.scn
eulimhs.scn

Dynamically modeled telemetry parameters. ETS model.scn
AM-1 real-time data in CCSDS telemetry
packets in the form of Path Service EDUs
(containing at a minimum: one of each
possible APID/VCID combination) which are
context dependent.

ETS, SSIM, AM-1
S/C, FOS DMS, or
SDPS

TBS-3
context.scn

AM-1 real-time data in CCSDS telemetry
packets in the form of Path Service EDUs

ETS, SSIM, AM-1
S/C, FOS DMS, or

TBS-4
derived.scn
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Description / Characteristics Source File/script name and
physical location

(containing at a minimum: one of each
possible APID/VCID combination) which are
derived.

SDPS

Test Case Descriptions:
Telemetry processing tests will use the ETS (MPS and HRS) and/or SSIM as the telemetry
sources.  The telemetry will be forwarded from a S/C simulator to the  ETS LRS or EDOS
Version 3 and then to the EOC.

EOC1.1   Real-Time Telemetry Processing and Logging

Requirements to be Verified:
EDOS-4.1.1.1#B, EDOS-4.1.1.3#B, EDOS-4.1.1.6#B, EDOS-4.2.1.4#B
EDOS-4.2.1.7#B, EDOS-4.6.1.2#B, EDOS-4.6.1.5#B, EOC-0040#B,
EOC-5010#B, EOC-5015#B, EOC-5030#B (c), EOC-5045#B,
EOC-5050#B, EOC-5080#B, EOC-5180#B, EOC-5220#B,
EOC-6060#B, EOC-6070#B, EOC-6130#B

This test verifies that the EOC can ingest and decommutate real-time S/C bus and
instrument health and safety EDUs, and display the resulting parameter mnemonics and
values.

• EOC is configured for real-time telemetry (R/T) processing.  R/T logical strings
are created on R/T server(s).  One of each type of connection (mirrored and
tailored) is established.  A set of dynamic pages with previously assigned data
sources is invoked.

• EDOS or the ETS LRS receives telemetry in Channel Access Data Unit (CADU)
format from the ETS MPS (S/C simulator mode).  The ETS LRS can also receive
telemetry from the SSIM.  EDOS or the ETS LRS extracts the Consultative
Committee for Space Data Systems (CCSDS) packets and Command Link
Control Words (CLCWs).  The CCSDS telemetry packets are processed and
converted to EDOS Data Units (EDUs) based on the Application Process
Identifier (APID) and the Virtual Channel Identifier (VCID), and the replay flag.
Real-time EDUs are transmitted to the EOC via EBnet using UDP, in real-time.

• EOC receives the telemetry in EDUs from EDOS or an EDOS simulator (ETS
LRS or ETS MPS) and extracts the telemetry data.  It decommutates the data
based on the APID and telemetry decommutation information in the ODB. EOC
limit checks (high, low, delta) the telemetry parameters of the R/T data and
produces a Parameter Out-of-Limits report.  During decommutation, a selected set
of context dependent, analog, and discrete parameters are exercised.  Derived
telemetry parameters are generated and exercised as well.

• The selected analog, discrete, and derived decommutated parameter values with
their corresponding mnemonics are shown in  telemetry display window(s).  Every
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event that occurred during the decommutation process is shown in an event
display window.  A selected set of displays are printed out for review and
verification of resulting telemetry values.

• During this simulated S/C Contact Session (SCS), EDOS sends a Customer
Operations Data Accounting (CODA) Report to the EOC via UDP every 5
seconds.  EDOS initiates the transfer of a SCS Summary Report to the EOC
within 5 minutes of the termination of the rate buffering services.

• Telemetry processing reports are generated.  The reports are displayed on-line and
printed out for review off-line.

• The R/T telemetry data is forwarded to a hourly file.  This hourly file will continue
to receive data for a period of one hour, then the hourly file will be archived at the
FOS DMS along with related event and configuration data for temporary storage.
At a user-specified time or per the request of a user, the data is forwarded to the
SDPS for permanent archival.  The data is maintained at the FOS DMS for a
minimum of seven days.

EOC1.2   Recorded Telemetry Processing and Logging

Requirements to be Verified:
EDOS-4.1.1.8#B, EDOS-4.2.1.6#B, EDOS-4.6.1.8#B, EOC-0040#B,
EOC-5010#B, EOC-5012#B, EOC-5050#B, EOC-5190#B,
EOC-5230#B, EOC-5240#B

This test verifies that the EOC can ingest and decommutate recorded S/C bus and
instrument health and safety EDUs, and display the resulting parameter mnemonics and
values.

• EOC is configured for R/T and recorded telemetry processing.  EDOS or the
ETS LRS receives telemetry in Channel Access Data Unit (CADU) format from
the ETS (MPS or HRS).  The ETS LRS can also receive telemetry from the
SSIM.  EDOS or the ETS LRS extracts the Consultative Committee for Space
Data Systems (CCSDS) packets and Command Link Control Words (CLCWs).
The CCSDS telemetry packets are processed and converted to EDOS Data Units
(EDUs) based on the Application Process Identifier (APID) and the Virtual
Channel Identifier (VCID), and the replay flag.  EDOS will initiate the transfer of
the rate-buffered data files to the EOC within 5 minutes following the end of the
simulated Return Link Service Session (RLSS).  The recorded EDUs are
transferred in rate-buffered data files, along with a signal file, to the EOC via
EBnet using FTP.  The signal file is used by the EDOS sending platform to
inform the receiving EOC platform that a data file transfer has been completed.
EDOS initiates the transfer of a SCS Summary Report to the EOC within 5
minutes of the termination of the rate buffering services.

• EOC receives the telemetry in EDUs and extracts the telemetry data.  It merges
the rate-buffered data with the R/T telemetry data to complete hourly files that are
ready for archival.  The data is then stored with the FOS DMS for temporary
storage then next to the SDPS for permanent archival.
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• The replay of rate-buffered data is invoked through a FUI replay tool.  Dedicated
and shared logical strings are initialized on EOC workstation(s) or R/T server(s),
respectively.  For the shared logical strings, one of each type of connection
(mirrored and tailored) is established.  A set of dynamic pages with previously
assigned data sources will be invoked.  Selected analog, discrete, context
dependent, and derived decommutated parameter values with their corresponding
mnemonics are shown in display window(s).  The data decommutation is based on
the APID and telemetry decommutation information in the ODB.  Every event that
occurred during the replay request processing is shown in an event display
window.  A selected set of displays is printed out for review and verification of
resulting telemetry values.

• Telemetry processing reports are generated.  The reports are displayed on-line and
printed out for review off-line.

• • R/T and recorded telemetry data merge to create a complete hourly file.  This
hourly file is then archived at the FOS DMS along with related event and
configuration data for temporary storage.  At a user-specified time or per the
request of a user, the data is forwarded to the SDPS for permanent archival.  The
data is maintained at the FOS DMS for a minimum of seven days.

EOC1.3 Telemetry Parameter EU Conversion, Limit and Alarm Processing

Requirements to be Verified:
EOC-5090#B, EOC-5100#B, EOC-5105#B, EOC-5110#B,
EOC-5120#B, EOC-6195#B

This test verifies that telemetry parameter limits are checked during decommutation and that
violations are handled properly.

• Audible alarms are enabled.  EOC receives telemetry that violates red limits (high
and low) specified in the ODB.  The appropriate event messages are displayed and
related audible alarms sound off.  Event messages are also displayed when
telemetry parameter values return to values within the boundary limits.  The
audible alarm is disabled.  The same telemetry is resent to verify the alarm
disablement feature.

• EOC receives telemetry that violates yellow limits (high and low) specified in the
ODB.  The appropriate event messages are displayed - reporting limit violations
and the return of parameter values to values within the boundary limits.

• EOC receives telemetry that violates the delta limits, which are specified in the
ODB, for successive samples of selected telemetry parameters.  The appropriate
event messages are displayed - reporting limit violations and the return of
parameter values to values within the delta boundary limits.

• Each type of EU conversion (exponential, polynomial, and linear) and limit
violation (red & yellow high/low, and delta) are exercised for a specified limit set.
Limit sets or values (temporarily) are changed and the tests are repeated.  Discrete
state determinations are also exercised.
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EOC1.4   Telemetry Dropout

Requirements to be Verified:
EOC-5070#B

This test verifies that the EOC can appropriately mark telemetry parameters before data has
been received and when an active R/T telemetry stream has not been received for a time
period of 5 seconds or greater.

• The ETS MPS (S/C simulation mode) sends VCDUs with dropouts to EDOS or
the ETS LRS.  EDOS or the ETS LRS receives telemetry in Channel Access
Data Unit (CADU) format.  EDOS or the ETS LRS extracts the Consultative
Committee for Space Data Systems (CCSDS) packets and Command Link
Control Words (CLCWs).  The CCSDS telemetry packets are processed and
converted to EDOS Data Units (EDUs) based on the Application Process
Identifier (APID) and the Virtual Channel Identifier (VCID), and the replay flag.
These EDUs are transmitted to the EOC via EBnet using UDP, in real-time.

 EOC receives the telemetry in EDUs from EDOS or an EDOS simulator (ETS
LRS or ETS MPS) and extracts the telemetry data.  It decommutates the data
based on the APID and telemetry decommutation information in the ODB.  The
appropriate missing packet event messages are displayed.  The affected telemetry
parameters are labeled “STATIC” on a previously invoked telemetry display
page.  The ECL DROPOUT directive will be used to manipulate the sensing rate
for the detection of telemetry data loss during data transmissions to the EOC.
(Note:  When a telemetry page is initially invoked, all telemetry parameters have
the value of “NODATA”.)

• The ETS MPS (S/C simulation mode) sends a stream of telemetry data in CADU
format to EDOS or the ETS LRS.  EDOS or the ETS LRS processes this stream
of data and transmits it the EOC in the form of EDUs.  This stream of data is
stopped for a time period greater than 5 seconds and started back up again.
When the EOC does not receive telemetry data for a time period greater than 5
seconds.  The appropriate “NODATA” event messages are displayed.  The
affected telemetry parameters retain their last known value and are marked static;
this signifies that no data is being received.
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